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1 VERSION CONTROL

Version Description Date Name

0.1 Initial draft 16/05/2025 Michael Sutherns

0.2 Worked draft 28/05/2025 Michael Sutherns

1.0 Published version 02/06/2025 David Miller

2.0 Published version 09/09/2025 Michael Sutherns
Amended to include .

2.1 EUCS content 19/11/2025 Michael Sutherns

19/11/2025 Service Portfolio Version 2.1 Page | 2



—

-~
—

Smarter )
Technologies Commercial In Confidence

2 INTRODUCTION

At Smarter Technologies Group, we deliver innovative end-to-end IoT solutions that empower
businesses, utilities, and public sector organisations to transform data into actionable intelligence.
This Service Catalogue provides a comprehensive overview of the core services we offer to support
our clients in the deployment, operation, and management of IoT infrastructure and user-facing
technology.

Our services are designed to ensure high availability, seamless support, and rapid resolution—
backed by strong service management practices aligned with ISO/IEC 20000-1.

Whether you're accessing real-time data from our IoT Data Platform, engaging with our engineering
support teams, or leveraging our IT service desk and end-user support capabilities, this catalogue
outlines what you can expect in terms of service scope, performance, and accountability.

2.1 INCLUDED SERVICES

2.1.1 IoT Device Management as a Service

Comprehensive lifecycle management of IoT hardware (sensors and gateways), including
provisioning, installation, monitoring, diagnostics, firmware updates, and replacement of faulty
devices.

2.1.2 IoT Data Platform as a Service (PaaS/SaaS model)

Provision of secure, scalable access to live and historical IoT data for asset tracking, environmental
monitoring, and utility management. Data is accessible through APIs, dashboards, and analytics
tools.

2.1.3 IoT Monitoring & Analytics Services
Continuous monitoring of IoT devices, networks, and data flows. Includes proactive alerts, anomaly
detection, and advanced analytics to provide actionable insights for operational optimisation.

2.1.4 Digital Transformation Consulting & Managed Services

Advisory, design, and implementation services to help clients modernise digital infrastructure.
Includes system integration, cloud migration, and ongoing managed services to ensure long-term
success.

2.1.5 End User Compute Managed Services (provisioning, support, lifecycle)
Full support for end-user devices and software, covering provisioning, patching, upgrades,
onboarding/offboarding, and on-site support through walk-up Tech Bars.

2.1.6 Service Desk / Support Services (for all of the above)

Centralised ITIL-aligned service desk for incident resolution, service requests, and user queries
across IoT platforms, hardware, and EUC services. Provides a single point of contact with defined
SLAs.

Each service is governed by defined SLAs, roles and responsibilities, and integration with our
broader IT service management framework to ensure consistent, reliable, and secure operations.

We are committed to delivering scalable, secure, and high-performance services that help our
clients achieve operational efficiency and measurable outcomes through IoT.
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3 SERVICES CATALOGUE

3.1 IoT DEVICE MANAGEMENT AS A SERVICE

Description

Provisioning, monitoring, diagnostics, firmware updates, and lifecycle management of IoT hardware
(sensors, gateways, and edge devices).

Service Planning
The hardware lifecycle and device management follows a simple process.

New Products

1.
2.

8.

Customers, engaging through account managers or sales, will request specific products.
Account managers or sales will send in an official request, via a JIRA briefing form, which
will populate the Hardware Orders JIRA board with a NEW REQUEST immediately. This form
includes all relevant information about the products required, the configuration of products,
the delivery address, the customer, and the preferred deadline.

The Hardware Manager — Michael Sutherns — will A) review the request, B) discuss with the
engineering team, and C) assign a suitable deadline via JIRA.

This deadline will automatically be sent, via email, back to the account manager/sales to
relay to the customer.

The JIRA ticket, containing all relevant information about the request, will be added to the
production queue and assigned to an engineer.

The engineer will take ownership of the ticket at the appropriate time, marking the ticket as
IN PROGRESS, liaising with the account manager/sales and other engineers to ensure the
ticket is done correctly.

When complete, the products are packaged securely, a Delivery Note is created, the delivery
is scheduled via DHL for the next pick-up cycle, and the account manager is informed of the
tracking details to provide to the customer.

The Hardware Manager marks the JIRA ticket as DONE.

Firmware Updates

1.

4.

The Lead Design Engineer — Jamie Atkinson — regularly informs the business of updates to
firmware for different products.

Where these firmware updates are applicable, we use Over-the-Air commands to update the
devices.

Alternatively, we let customers know that new firmware is available for future products and
offer to update the firmware on their current devices in a manner suiting the contract.
Firmware updates are tied to SLAs and depend on specifics of contracts.

Stock Management and Replacements

1.

Our Stock Manager — Davy Baker — is responsible for ensuring that stock levels are
maintained. He works with the finance department to ensure all stock levels remain at the
agreed level for parts from suppliers, tools, equipment, and packaging.

Where a replacement cycle is agreed with a customer, the replacements are managed using
the normal JIRA system for new products.
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Customers
External customers deploying IoT hardware for asset tracking, utilities monitoring, and smart
infrastructure.

Owner
Chief Technology Officer — David Miller

Hours

Standard: 08:30-17:00, Monday-Friday.

Extended: Overtime or after-hours available in certain conditions; emergencies, or behind-deadline
for customer-specific requests

Support Levels

e L1: Service Desk triage through the Support Desk

e L2: IoT Engineering team (diagnostics and fixes)

e L3: Escalation to Lead Design Engineer and Directors for high priority or expertise required
cases

SLAs

o Incident response: < 24 hours (critical), < 48 hours (high).
o Device replacement: within 10 business days (standard), depending on specific SLAs with
customers

Dependencies
IoT Data Platform uptime, Supplier delivery and support

Interfaces
Service Desk, Supplier Management via Email/Verbal Communications, Product Management
through Goods In/Goods Out, Delivery Notes, JIRA Hardware Board
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3.2 IoT DATA PLATFORM AS A SERVICE (PAAS /SAAS MODEL)
Description

Secure, scalable access to live and historical IoT data via APIs, dashboards, and analytics tools. This
includes our primary software platform, Smarter View, available on Google Play and iStore as an
App or via a WebUL. It also includes our primary asset tracking platform, Smarter Tracking,
available via a WebUI. PowerBI is used for reports and analytics.

Service Planning
The platforms are continuously improved through Agile delivery practices, ensuring frequent,
customer-driven enhancements.

1. Platform backlog managed in sprints, with prioritisation based on customer value and
business needs.

2. Daily stand-ups, sprint planning, reviews, and retrospectives govern delivery and operations.

3. Capacity planning, data retention, and compliance requirements are reviewed as part of
sprint planning and backlog grooming.

4. Releases are iterative and incremental, deployed at the end of each sprint or via continuous
delivery pipelines.

Customers
Business units and external clients requiring asset, utility, or environmental IoT data for operational
and strategic decision-making.

Owner
Chief Technology Officer — David Miller

Hours
24/7 availability of platforms

Support Levels

e L1: Service Desk triage (first-line incident logging, initial fixes).
e L2: Platform Support team (API and dashboard troubleshooting, backlog-driven fixes).
e L3: Cloud provider escalation.

SLAs

o Platform availability: 99.9% uptime.

e Incident response: < 12 hour (critical) < 24 hour (high) < 48 hours (medium) < 5 business
days (low)

o Feature delivery: prioritised and delivered via agreed sprint cycles.

Dependencies
Cloud hosting providers, Cloud infrastructure (Azure, Microsoft). Agile release dependencies
managed through sprint planning and integration reviews.

Interfaces
Service Desk (FreshDesk) for support, JIRA boards for AGILE/SCRUM ticket management, MS
Teams for internal communications, Customer IT Systems via APIs/integration.
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3.3 I0T MONITORING & PLATFORM ASSURANCE SERVICES
Description

All of our SaaS products, third-party suppliers, and critical infrastructure are continuously monitored
24/7, 365 days a year through our cloud monitoring platform, DataDog. Monitoring covers areas
such as capacity management, service availability, SLO compliance, and certificate validity.

When alerts are triggered, tickets are automatically generated in our help desk system. Critical
alerts also trigger SMS notifications to the on-call engineer to ensure immediate attention.

All changes follow our Secure Development Lifecycle (aligned with ISO27001). As part of the
change management process, updates are deployed through our automated CI/CD pipelines
powered by GitHub Actions. These pipelines run automated tests at multiple checkpoints, including
source code commits, smoke tests during deployment, and overnight regression tests.

Support issues can be raised at any time via our 24/7, 365-day help desk, accessible by phone or
email. All tickets are logged in our Freshservice system and triaged directly by our development
team.

Service Planning
Monitoring of our systems occurs in the following ways:

e DataDog automated monitoring and alerts with automatic ticket generation
e Scheduled penetration and stress testing by senior architects.

¢ QA-driven release planning, including pre-release testing and smoke tests.
e Regular refinement of monitoring checks and reporting dashboards.

Customers
All customers benefit from this service as they require dependable IoT device performance and
stable platform services.

Owner
Senior Platform Architect — Jamie Woods

Hours
Daily monitoring: during business hours (08:00-18:00, Monday—Friday).

Alerts configured for out-of-hours platform issues.
Customer-reported issues: via 24/7 Service Desk (depending on SLA).
Support Levels

e L1: Service Desk (incident logging, user-reported issues).
e L2: Dedicated Monitoring resource (device health checks, dashboard review).
e L3: Senior Platform Architects (penetration testing, deep technical investigation).

SLAs

o Initial acknowledgement of customer-reported bugs: within 1 hour (critical), 12 hours
(standard).

e Device health review: DataDog alerts checked daily

e Release smoke testing: completed prior to each deployment.
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Dependencies

o IoT Device Management service (for device status and replacement).
o IoT Data Platform (for dashboards, APIs, and reporting).
e QA and Development teams (for release assurance).

Interfaces

o Service Desk (customer bug/issue intake).

e QA Developers (release assurance and smoke testing).

e Senior Platform Architects (platform resilience and alerting).
e PowerBI Dashboards (monitoring and reporting interface).
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3.4 DIGITAL TRANSFORMATION CONSULTING & MANAGED SERVICES
Description

Tailored digital transformation services designed in close collaboration with customers, ensuring
solutions are fully aligned with business needs. Services cover the full lifecycle of digital change
initiatives, including:

Data migration and data hosting.

Legacy data migration and archive management.
Legacy application configuration and modernisation.
Cloud migration (IaaS, PaaS, SaaSs).

New device setup and provisioning.

Desktop support and EUC modernisation.

License management and software asset management.
Identity and access management.

9. Endpoint security and patch management.

10. Email and collaboration platform migration (e.g., Microsoft 365, Google Workspace).
11. Network and infrastructure modernisation.

12. Zero Trust architecture implementation.

13. Integration of IoT platforms with enterprise systems.
14. Business continuity and disaster recovery planning.

PN AN

All delivery follows Agile and SCRUM methodology, aligned to NCSC best practice and built on Zero
Trust security principles.

Service Planning
The engagement roadmap is defined per project, as we tailor our delivery. Generally, the planning
process is as follows.

e Requirements gathering and stakeholder mapping.

e Backlog creation and prioritisation based on business outcomes.

e Breaking down requirements into deliverables with clear milestones.

e Delivery through defined sprints and sprint cycles, including daily stand-ups, sprint reviews,
and retrospectives.

e Engagement roadmap defined per project, with managed service handover into business-as-
usual (BAU) operations once transformation is complete.

Customers
Enterprise and public sector clients undergoing digital transformation, cloud adoption, or IT
modernisation.

Owner
Chief Technology Officer — David Miller

Hours
Project delivery: standard business hours
Managed services: hours as defined per contract (standard or extended).

Support Levels

e L1: Service Desk (customer queries, incident logging).
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e L2: Consulting team for transformation deliverables, project execution, and technical
support.

e L3: Managed Services team for ongoing support and post-implementation assurance.

SLAs
Defined per customer contract and project scope (e.g., milestone delivery timelines, defect
resolution targets, managed service response times).

Handover-to-support SLAs defined to ensure smooth transition into BAU.
Dependencies

e Customer IT stakeholders and business units.

e Third-party software vendors and legacy system owners.

e Cloud providers and infrastructure suppliers.

o Internal QA and development teams for solution assurance.

Interfaces

e Service Desk for incident and request management.

e Customer project teams and stakeholders for planning and delivery.
e Supplier management for third-party dependencies.

e Internal platform teams (IoT and EUC) for integration activities.
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3.5 END USER COMPUTE SERVICES
Description

End User Compute Services (EUCS) provide secure, efficient, and fully managed device lifecycle
management for internal users and contracted external customers. The service ensures reliable
day-to-day operation of laptops, desktops, tablets, and mobile devices, supported by centralised
configuration, policy-based controls, and ongoing maintenance. EUCS manages all aspects of device
provisioning, replacement cycles, updates, software deployment, and remote security checks using
Microsoft InTune and other approved enterprise toolsets.

Aligned with ISO 20000-1, ISO 27001, Cyber Essentials Plus, and NCSC best practice, the service
delivers consistent, standardised device management that supports productivity while maintaining
robust security and compliance across all user groups.

Service Planning

o Forecasting device demand, refresh cycles, and licensing requirements.

e Regular review of InTune configuration, policies, and compliance settings.

e Scheduled security checks, vulnerability assessments, and penetration testing.

o Capacity and capability planning for device stock levels and onboarding cycles.

e Continuous Service Improvement based on user feedback, Service Review Meetings, and
SLA performance.

e Managed rollout of new software, applications, and updates following approval workflows.

Customers

Internal staff across all Smarter Technologies Group functions.

External enterprise and public-sector clients receiving managed EUC services under contract.
Owner

Chief Technology Officer — David Miller

Hours

e Standard support via Service Desk: 08:00-18:00, Monday—Friday
o Extended options: 24x7 incident and request handling (contract-dependent)
o Alternative support options available via specific contractual terms

Support Levels

o L1: Initial triage, device queries, password resets, basic troubleshooting.
e L2: Device configuration issues, application deployment, policy troubleshooting.
e L3: Specialist technical support with InTune specialist or vendor support (per device)

SLAs (may vary by contract)

e Device provisioning: within agreed timeframes with interested parties and dependent on
setup requirements and delivery requirements. General provisioning aims to be done within
5 business days.

o Incident response acknowledgement: within 1 business day.

o Application/software deployment: within 2-3 business days depending on approval.

e Compliance and security policy enforcement: continuous via InTune.
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Dependencies

e Microsoft InTune for device configuration, compliance, and security management.

o ITSM toolset (Service Desk) for all requests, incidents, and approvals.

o Asset management database (CMDB) for device lifecycle tracking.

e Collaboration tools (e.g., MS Teams) for communications with both internal and external
users.

e Approved software catalogue and licensing repositories.

Interfaces

e Service Desk: Primary interface for request and incident management.

e Account Managers: Coordination of external customer requirements and reporting.
e CTO/EUCS Supplier: Approval of devices, software, and policy changes.

e External Supplier Service Desks / Tech Bars: For customer-specific support models.
e Microsoft InTune: Central tool for configuration, monitoring, and compliance.

3.6 SERVICE DESK / SUPPORT SERVICES

Description

Our ITIL-aligned Service Desk provides a centralised single point of contact for all incidents, service
requests, and user queries across IoT, End User Compute, and Digital Transformation services.
Delivered through a resilient, cloud-based platform, the Service Desk underpins all 24 ITIL
processes and offers configurable workflows, enabling scalable, flexible support for both enterprise
and government clients. The Service Desk ensures consistent end-to-end management of tickets
across 1st, 2nd, and 3rd line, driving efficiency, accountability, and customer satisfaction.

Service Planning

o Forecasting of ticket volumes and staffing levels.

o Workforce scheduling aligned to demand patterns.

e Regular training and knowledge base updates for Service Desk agents.

e Continuous Service Improvement, informed by customer feedback and service reviews.

o Adherence to the Government Digital Service (GDS) framework — Discovery, Alpha, Beta,
Live.

Customers
All customers of Smarter Technologies Group services, including enterprise and public sector
organisations requiring a reliable, ITIL-based support function.

Owner
Senior Platform Architect — Jamie Woods

Hours

e Standard support: 08:00-18:00, Monday—Friday.
o Extended options: Flexible up to 24x7 “always-on"” support, depending on contract.

Support Levels

e L1: Initial contact, triage, and first-line resolution.
e L2: Escalation to specialist resolver groups (IoT, Platforms, EUC, Professional Services).
e L3: Escalation to suppliers, vendors, or internal senior technical specialists.
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SLAs

o Ticket acknowledgement: within 1 hour.
e Resolution times aligned to incident priority: < 8 hours for critical issues).
e Service availability: up to 24x7, depending on contract.

Dependencies

e Cloud-based Service Management Toolset (with self-service portal).

e Knowledge base and ITIL workflows (incident, request, problem, change, etc.).
o CMDB/asset management for configuration tracking.

e Specialist resolver groups and supplier service desks.

Interfaces

e All service lines (IoT, EUC, Digital Transformation).

o Customer Service Managers for reporting and escalation.

e Supplier and vendor Service Desks.

o Self-Service / Customer Portal for end-user logging and tracking.
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